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Policy 3: HIPAA Documentation Policy
Scope of Policy

This policy governs the creation and maintenance of HIPAA-related documentation for ENTITY NAME.  All personnel of ENTITY NAME must comply with this policy. Demonstrated competence in the requirements of this policy is an important part of the responsibilities of every member of the workforce.

Officers, agents, employees, Business Associates, contractors, affected vendors, temporary workers, and volunteers must read, understand, and comply with this policy in full and at all times.

Assumptions

· ENTITY NAME hereby recognizes its status as a Covered Entity under the definitions contained in the HIPAA Regulations.

· ENTITY NAME must comply with HIPAA and the HIPAA implementing regulations, in accordance with the requirements at 45 CFR Parts 160 and 164, as amended.

· Full compliance with HIPAA is mandatory and failure to comply can bring severe sanctions and penalties. Possible sanctions and penalties include, but are not limited to: civil monetary penalties, criminal penalties including prison sentences, and loss of revenue and reputation from negative publicity.

· Full compliance with HIPAA strengthens our ability to meet other compliance obligations, and will support and strengthen our non-HIPAA compliance requirements and efforts.

· Full compliance with HIPAA reduces the overall risk of inappropriate uses and disclosures of Protected Health Information (PHI), and reduces the risk of breaches of confidential health data.

· The requirements of the HIPAA Administrative Simplification Regulations (including the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules) implement sections 1171-1180 of the Social Security Act (the Act), sections 262 and 264 of Public Law 104-191, section 105 of 492 Public Law 110-233, sections 13400-13424 of Public Law 111-5, and section 1104 of Public Law 111-148.

· Entities subject to HIPAA Rules are also subject to other federal statutes and regulations. For example, federal programs must comply with the statutes and regulations that govern them. Pursuant to their contracts, Medicare providers must comply with the requirements of the Privacy Act of 1974. Substance abuse treatment facilities are subject to the Substance Abuse Confidentiality provisions of the Public Health Service Act, section 543 and its regulations. And, health care providers in schools, colleges, and universities may come within the purview of the Family Educational Rights and Privacy Act.

Policy Statement
· Officers, agents, employees, contractors, temporary workers, and volunteers who work for or perform any services (paid or unpaid) for ENTITY NAME must document all HIPAA-related activities that require documentation.

· All HIPAA-related documentation must be created and maintained in written form, which may also include electronic forms of documentation.

· Any action, activity or assessment that must be documented, shall be documented in accordance with this and other policies and procedures implemented by ENTITY NAME.

· All HIPAA-related documentation must be forwarded, used, applied, filed, or stored in accordance with this and other policies and procedures created and implemented by ENTITY NAME.
· All required HIPAA documentation shall be securely and appropriately maintained and stored in accordance with HIPAA Regulations and with ENTITY NAME’s policy on document retention.

· HIPAA documentation shall be made available, as needed, to all workforce members who are authorized to access it, and shall be made available to appropriate authorities for audits, investigations, and other purposes authorized or required by law.

Procedures
· < Add specific procedure here >


· < Add specific procedure here >


· < Add specific procedure here >


Compliance and Enforcement

All managers and supervisors are responsible for enforcing this policy. Employees who violate this policy are subject to discipline up to and including termination in accordance with ENTITY NAME’s Sanction Policy.

HIPAA Rules require that Covered Entities maintain their policies and procedures in written or electronic form, as well as the following:

• Maintain written or electronic copies of communications that the Rules require to be in writing.

• Maintain written or electronic records of actions, activities, or designations the Rules require to be documented.

• Regulated entities must retain all documentation required by the Regulations for six years from the date of its creation or six years from the date when it last was in effect, whichever is later.

Note: The six-year requirement pertains only to documentation required by HIPAA regulations, not to medical records.

