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Policy 51: Encryption and Decryption Policy
Scope of Policy

This policy governs the Encryption and Decryption of Protected Health Information for ENTITY NAME. All personnel of ENTITY NAME must comply with this policy. Demonstrated competence in the requirements of this policy is an important part of the responsibilities of every member of the workforce.
Officers, agents, employees, Business Associates, contractors, affected vendors, temporary workers, and volunteers must read, understand, and comply with this policy in full and at all times.

Assumptions

· ENTITY NAME hereby recognizes its status as a Covered Entity under the definitions contained in the HIPAA regulations.
· ENTITY NAME must comply with HIPAA and the HIPAA implementing regulations pertaining to encryption and decryption, in accordance with the requirements at § 164.312(a)(1-2).

· The establishment and implementation of an effective encryption and decryption policy is a crucial element in our overall objective or providing reasonable protections for individually identifiable health information, including Protected Health Information (“PHI”, as defined by HIPAA).
Policy Statement
· It is the Policy of ENTITY NAME to establish and maintain this encryption and decryption policy in full compliance with all the requirements of HIPAA.

· Responsibility for the development and implementation of this encryption and decryption policy, and any procedures associated with it, shall reside with Name of Responsible Party or Person, who shall ensure that this policy is maintained, updated as necessary, and implemented fully throughout our organization.

· Specific procedures shall be developed to specify the proper usage and application of encryption and decryption for all computers and workstations that access individually identifiable health information, including Protected Health Information (“PHI”, as defined by HIPAA).
· It is the Policy of ENTITY NAME to fully document all encryption and decryption-related activities and efforts, in accordance with our Documentation Policy.
Procedures
· Use encrypted devices and files for all ePHI.
· Maintain a unique user ID for all users.
· Use auto log-off on all electronic devices.
· < List specific encryption and decryption procedures here >

· < List specific encryption and decryption procedures here >

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this policy. Employees who violate this policy are subject to discipline up to and including termination in accordance with ENTITY NAME’s Sanction Policy.
	HHS Security Regulations as Amended January 2013
Security Standards for the Protection of Electronic PHI: Technical Safeguards - § 164.312


A covered entity or business associate must, in accordance with § 164.306: 

1. Standard: Access control. Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in § 164.308(a)(4). 

2. Implementation specifications: 

i. Unique user identification (Required). Assign a unique name and/or number for identifying and tracking user identity. 

ii. Emergency access procedure (Required). Establish (and implement as needed) procedures for obtaining necessary electronic protected health information during an emergency. 

iii. Automatic logoff (Addressable). Implement electronic procedures that terminate an electronic session after a predetermined time of inactivity. 

iv. Encryption and decryption (Addressable). Implement a mechanism to encrypt and decrypt electronic protected health information. 

Access Control (§ 164.312(a)(1)) 
In the proposed rule, we proposed to require that the access controls requirement include features for emergency access procedures and provisions for context-based, role-based, and/or user-based access; we also proposed the optional use of encryption as a means of providing access control. In this final rule, we require unique user identification and provision for emergency access procedures, and retain encryption as an addressable implementation specification. We also make "Automatic logoff" an addressable implementation specification. "Automatic logoff" and "Unique user identification" were formerly implementation features under the proposed "Entity authentication" (see § 164.312(d)). 

Transmission Security (§ 164.312(e)(1)) 

Under "Technical Security Mechanisms to Guard Against Unauthorized Access to Data that is Transmitted Over a Communications Network," we proposed that "Communications/network controls" be required to protect the security of health information when being transmitted electronically from one point to another over open networks, along with a combination of mandatory and optional implementation features. We proposed that some form of encryption must be employed on "open" networks such as the internet or dial-up lines. 

In this final rule, we adopt integrity controls and encryption, as addressable implementation specifications. 
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