RISK ANALYSIS & RISK MANAGEMENT PLAN
7/11/2016

Practice Name: Uptown Health Center
Address: 123 Anywhere

Anytown
NY

11785
Phone nurmber:

Contact: John Doe




Users

John Doe




Associates

Name: Jill Doe

Type: Billing Company

Address: 200 Main Street, Smithtown, NY
Name: Global EHR

Type: EHR

Address: 123 Sparrow Rd, Milltown, WA
Name: Microsoft

Type: Email storage
Address:




Asset Inventory

Asset ID: Computer HD
Description: Hard Drive
Has EPHI: Yes
Assignee: ID

Asset ID: Copier
Description: Copier

Has EPHI: Yes
Assignee: JD
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Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
A01 ?11)?3'308(3) Yes Low We have office PNP's N/A [ljgg/éi/iil 9
A02 ?11)?3.308(31) Yes Low gz ap;:zfzzréqo ?SHS;YA on a periodic basis and make N/A EJ?S] :61/3121:)16
A4 (§11)?$ (3:)8@) Yes Low OArngaSn;RQﬁis n}:’;rctbh:nmée(l @en there are significant N/A [9J?j71/21/§gll 6
a5 YISy Low  PutoupaPs a D120
A07 (§11)?i41;. (3 I;))S(a) Yes Low ;ij p:f;fr(r)brr:r aslm SRA and distribute to appropriate N/A g]?z]i/gfiﬁ?m
A08 ?11)?].41;'(31;))8(3') Yes This is done as part of our SRA. N/A g@ﬁ%gﬁ?l 6
Ald (§21)64.308(a) Yes v Medium fsr;[e(éirﬂ;; .team includes IT personnel qualified to N/A EIle]Z)/ié/i?I 16
ey Lo e s na DG
A58 (§81)64.308(a) Yes Low ‘We monitor safeguards N/A E‘;Dl]g/;é/i(: 9
A59 (§81)64.308(a) Yes We have a SRO N/A gl?gg/é E;)/IZI?I 6
e w e
POO1  §164.316(a) Yes Low The PNP's are updated as necessary. N/A ?15)7]61/5 E;)/IZI?M
POO2 (§11)?§.3 16(b) Yes gfciireo IP;iIC\IIf(’)’;ire written and available in paper and N/A [lJzDilg/ii/jr?l 16
POO03 ?11)?;;.3 16(b) Yes Low :;iec ﬁ(e)zliac rfeol;\rtrtlzd regulation and policies in N/A [112Di|;/5121/§31 16
PO04 (§21)?g3 161 Yes Low We retain documents for 6 years N/A [IJ(]))2]S/§2/§§11 6
POO05 (§21)?$3 16(b) Yes We use role based access controls N/A [IJZDz]Z/SI 11 /§I(3116
PO06 (§21)?1‘1l1)3 161 Yes We update or PNP periodically and as needed. N/A [lJzDz]Zl/éé/jr?ll 6




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
A0 (§31)?3.308(a) Yes v Low ];Asnv 2?5[ ggg 222 S(.)Sﬂice PNP's we use the least N/A Ejgz/zlzl/gi 16
por Sl Low RO e | S
s S Low st mch acecs ad connl o e Na LD
patient securtty.
A24 (§31)?$(3£)8(a) Yes Low Employees sign confidentiality agreements. N/A [1J2D4:1|Z/11 é/i?ll 6
A25 (§31)?$(?£)8(a) No Low Non workforce members do not have access Is’glstice E‘J?gg/g i)/rznom
A26 (§31)?$(3];))8(a) Yes Low Enmplyees sign confidentiantialty agreements N/A Ejﬂ;/{l)gl/i?ll 6
A% (§31)?$(3((j))8(a) Yes Low 211:52, ?;rllirllsates authorization as part of our N/A 5]11)1]63/52;1016
A29 (§31)?$(3((:))8(a) Yes Low As part of our office PNP's N/A ‘[‘{11)2]:61/?;/1211016
P S0y Low sy pn br sl cvionmenlad na  UDIIR0IG
human threats.
PH19 §164.310(b)  Yes Low We have a log of all devices N/A Ele)élZ/ll 31/2211 6
e sty e Lo il dosbret s e T G
PH25  §164310c)  Yes s eAnSC Iy’;zgi‘;‘f]ifzggiwe use PW, %}ZE \:/Sifhecri)cur(};p‘tt)z(sied N/A Ejﬂ;g 51/ i?ll 6
T25 §164.312(b)  Yes Low Most of not all questions are categorized. N/A [IJ;)?H& 51 /ir(r)ll 6
T37  §164312(d)  Yes L ;{NBG Pfﬁz iizmmfgiegefvfr:‘;ﬁewnzﬂ“se ﬁ%ﬁ?ﬁfﬁeﬁf N/A [12)3];/ 51 é/ i?ll 6

boarding and exiting




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
A30 §164.308(a) Yes Low We enploy the principles of least priveledge and min nec N/A [JD]7/11/2016
4)@d) access 12:50:53 am
§164.308(a) , [JD]7/11/2016
A31 ) Yes Low As part of our office PNP's N/A 12:52:03 am
JD: SRO
§164.308(a) . [JD]7/11/2016
A32 @Yi)C) Yes Low Duites are segregated needs to N/A 12:53:00 am
update
A33 §164.308(a) Yes As part of our office PNP's we assign UN and PW and N/A [JD]7/11/2016
@@)(C) change them as necessary 12:53:30 am
PHI3 §164.310(a) Yes As part of our office PNP's. SRO ensures that all UN are N/A [JD]7/11/2016
(2)(i) updated and hardware is accounted 12:54:46 am
§164.310(a) . [JD]7/11/2016
PH14 )i Yes Low We use limted access N/A 12:5794 am
As part of our office PNP's. We use minimal access [ID]7/11/2016
PH21 §164.310(b)  Yes Low ook N/A 125831 am
PH22  §164.310(c) Yes Low We utilize auto log off after one minute of non-use. N/A [1J2D,D];/11 51/§r?11 6
PNP states that all devices must be PW protected and only [ID7/11/2016
PH29  §164.310(c)  Yes Low access information from encrpyted cloude servers and N/A 10051 am
email o
T01 3164312 @) Yes Low SRO assignes levels of authorization based on RBAC N/A LID]7/11/2016
@) 1:01:30 am
T02 3164312 (2) Yes Low As part of our office PNP's based on RBAC N/A LID]7/11/2016
@) 1:0328 am
T03 3164.312 (@) Yes Low SRO and owner determine RBAC N/A LID]7/11/2016
@) 1:03:54 am
Toa §164.312 (a) Yes Low SRO assigns UN and PW. We use encrypted servers and N/A [ID]7/11/2016
@) email. 1:05:14 am
§164.312(a) . [JD]7/11/2016
T0S 2)i) Yes Low SRO assigns user ID N/A 10534 am
§164.312(a) . [JD]7/11/2016
T06 )0 Yes Low Every user must use their own UN and PW N/A 10706 am
§164.312 (a) . [JD]6/28/2016
T17 )i Yes Low After 1 minute N/A 42222 pm




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit

A6 (§11)?$ (31;))8(3) Yes Low gsa gtr;t ir(})if];w office PNP's and N/A [1J]1)5]Z)/§ L/io 16
TIS (§21)?1411D3 12 (a) Yes Low gfs;)rrsoized'irlra;l;ed on proper log N/A [ng)gzll la/iO 16
T19 (§21)?§1)3 ) Yes Low After 5 minutes N/A [1%271% la/rio 19
™0 (§21)%4\l/.)312 (@) Yes Low Z:fr;ll)se encrypted servers and N/A [ng)z]Z/Slé/i?l 16
™1 (§21)?;11)3 12 (a) Yes Low XZ\GA 2:: high level encrypted N/A [IJ;)2]2/21‘1/§I(I)1 16
moeRe o Vet wA e
T3 ?11)64.3 12(c) Yes v Low Z\ff Errg}rzlitor access on the backend N/A EJ(?2]Z/21 1l/i?1 16
T33 (§21)64'312(C) Yes Low EHR leaves a digital footprint N/A [1J(?2];/11 é/ir?]l 6
el e e e e e b e
T35 §164312d)  Yes v Low Vs useoneemmlaccomtonte  yry conaet IT person N/A 2016
T36  §164312(d)  Yes v Low gt cumentlyuse U and P N/A Y e
T38 (§11)64'3 12(e) Yes Low We use encrypted email N/A [IJ(%];& 51 /zfr(r)ll 6
w0 iy | Epen et w e
T40 (§21)?g.3 12(e) Yes v Low :t\;era u;ee encrypted email and cloud N/A [lJé)%/Slé/i(r)l 16
T41 (§21)?g.3 12(e) Yes Low :YIEH ]'?se encrypted servers and N/A [lJ(l))é;lzgé/i(r)l 16




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
§164.310(a) We keep an mventory of all devices, systens and media. We [JD]7/11/2016
40 (1) Yes Low limit access to these areas. N/A 10:50:39 am
PHO02 (§11)64'3 10a) Yes Low We keep all systens in an enviroentally safe room N/A [IJ(?S];/AILAILGI?} 6
PHO3 (§11)64'3 10a) Yes Low We review access PNPs N/A [IJ(]))5];/51 11 /2311 6
§164.310(a) We have a security camera in the entance and lock all doors [JD]7/11/2016
e () Yes Low  2nd wondows. N/A 10:57:19 am
§164.310(a) We inventory keys, doors, locks and we change combination [JD]7/11/2016
Nl 0@ Yes e I I 10:59:55 am
PH09 §164.310(a) Yes Low We rekey locks if'a key is lost and chnage alarm codes when N/A [JD]7/11/2016
(2)(i) someone terminates employement. 11:01:55 am
PH30 ?11)64'310((1) Yes v Low Our devices are locked in secure location. N/A [1{)13;2’57/(;;/2211(1)11 6
PH31 (§11)64'3 10(d) Yes Low These are removed and detroyed N/A [11(%2/21;/5211 6
PH32 (§11)64'310(d) Yes Low We keep records of all devices and who owns them N/A [I{)D;g/ll 5/51?11 6
PH33 (§11)64'3 10(d) Yes v Low We wipe devices clean or destroy them N/A EJ(%];/& é/azlr(zll 6
PH34 (§21)?g'3 10(d) Yes v Low We wipe the device of any information N/A [1?3];& 5/5311 6
PH35 (§21)?$3 10(d) Yes Low We wipe all information off devices and use cloud storage N/A [11(1)33];/; % /221211 6
PH38 (§21)?§1)3 10(d) Yes Low Data is backed up to an encrypted server N/A [IJ(%];/SI 11 /5311 6
§164.312(a) We save information to an encrypted cloud based storage that [JD]7/11/2016
Ti0 (2)(ii) Yes Low we have a BAA agreement with them NA 10:49:51 am
§164.312(e) We use the encypted email servers and have a BAA with [JD]7/11/2016
™ o)) Yes e N/A 1032:09 am
T43 (§21)%‘1;'3 12(e) Yes Low We use the encrypted servers and have a BAA with them N/A [IJ(]))ZS]Z/}} 21/;(311 6
T44 (§21)?$3 12(e) Yes Low We use encrypted servers N/A [IJ(]))3]471/21 11 /ir?ll 6




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
§164.308(a) . [JD]7/11/2016
A09 ())C) Yes Low Part of our office PNP's enforcement N/A 11:5823 am
§164.308(a) . . . [JD]7/11/2016
Al0 ()i)C) Yes Low PNPs include a sanction policy N/A 11:59:55 am
§164.308(a) [JD]7/11/2016
Al3 ) Yes Low We have a SRO N/A 12:0007 pm
§164.308(a) . . [JD]7/11/2016
AlS ) Yes The SRO has job duties N/A 120137 pm
Al6 3164.308(a) Yes Low Staffare trained and know who the SRO is in the office N/A LTI
@ 12:03:44 pm
Al7 §164.308(a) Yes Low We keep a h.st. of workforce menbers, separate duties and N/A [JD]7/11/2016
3)) implement mininum use requirenments. 12:08:23 pm
§164.308(a) . [JD]7/11/2016
Al9 3)i) Yes Low We employ least priveledge access and controls N/A 12:10:08 pm
§164.310(a) i . [JD]7/11/2016
PHI2 ()i Yes Low We have a facility access list N/A 110730 am
We have a security camera in the entrance of the office and
PH16 §16.4.L3 10(a) Yes Low PIN codes on the lock where PHI is stored. W also do N/A LIDI7/11/2016
(2)(ii) 11:48:46 am
background checks on all employees.
§164.310(a) . o [JD]7/11/2016
PHIS 2)iv) Yes Low We document repairs and modifications N/A 114917 am
Turn monitors
PH23  §164.310(c)  Yes Low Screens are shielded from secondary viewers away fromthird ~ N/A [Jl?]7{1 1/2016
. 11:54:16 am
party viewers
. . . Practice [JD]7/11/2016
PH24  §164.310(c) No Medium  We do not have public devices Size 115455 am
. [JD]7/11/2016
PH26  §164.310(c) Yes v Locks on all devices N/A 115596 am
video cameras to
PH27  §164.310(c)  Yes Low We perform periodic reviews to ensure privacy monitor work N/A [J]?]?l 1/2016
. 11:56:13 am
stations
PH28  §164.310(c)  Yes Low locked doors, screen protection, video survelance. N/A LID]7/11/2016

11:57:54 am




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit

Al6  §164308@)2) Yes Low E;ﬁ; are trained and know who the SRO is in the N/A [IJ;)l];/(l)i/ﬁglm
Mg SIS0 Low  We monior BAactvy R
o Yo | B wa o
A27 (%(6;5308(@(3) Yes Low Background checks and credit reports yearly N/A [1”T2D1] ?21;/5211 6
A34 (§1)1 64.308@)5) Yes Low Staff are traned continuously N/A [l'g)g/ll i/ﬁgll 6
ps SRS, Low T s updatd N LD
A36 (§1)1 e Yes Low We provide training for all workforce members N/A [1?1];/5;/5211 9
A37 (§1)1 64.308(a)(5) Yes Low g::isxivorkforce members are trained on a continual N/A [112132](7)/8;/;(:1 16
A38 (§1)1 L) Yes Low We keep training records N/A [l"rzl)z]g/é;/rzjr(:ll 9
A39 (§i1;(6:.)308(a)(5) Yes Low gz ;Ezgdsl:; u};;:;({)r(z; ;rr:-etmgs and have postings on N/A [llzl)z]g/éé/ﬁr(zll 6
A0 (%?;5308(21)(5) Yes Low Sttzﬁ are trained about updating anti-virus, malware, N/A [1232];/21;/5211 6
A4l (%(6];308@)(5) Yes Low Srt?aﬂ];;re trained and advised not to open unknown N/A [112D3]Z/i;/§$ 6
AdD (%(63)308@)(5) Yes Low IrWﬂcl)ircli((f(l);sc; ttlz g{e;i'ned about phishing, malware and N/A [1J2D3]z/31;/§$6
v BT e 8 wa e
A60 (§11)64.308(b) Yes v SRO monitors all BAA N/A [IJZDAE/ZI 11 /12)211 6
A61 (§11)64.308(b) Yes Low :Ziersr:lzl)t%h;gn updated list of all BA and their gﬁrﬁz to N/A [lJzDig/é; /ﬁr(il 16
A62 (§11)64.308(b) Yes We obtain BAA from BA N/A [1J2D£/21;/[2)r(:11 6




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
A49 3164.308@)(7) Yes Low We use cloud based EHR N/A LDJ7/11/2016

(@ 1:33:59 pm
AS0 3164.308)(7) Yes Low We use cloud based EHR and emil servers N/A LDJ7/11/72016

) 1:3437 pm
§164.308(a)(7) . . [JD]7/11/2016

AS1 0 Yes Low We review and revise the COOP as necessary N/A 13529 pm
§164.308(a)(7) [JD]7/11/2016

AS2 (iXA) Yes Low We use cloud based back up and/or EHR N/A 136:04 pm
§164.308(a)(7) . [JD]7/11/2016

AS3 (i\B) Yes Low We use coud based EHR and email N/A 13634 pm
§164.308(a)(7) . [JD]7/11/2016

A54 (iXC) Yes Low We use encrypted cloud based EHR and email N/A 13815 pm
§164.308(a)(7) [JD]7/11/2016

A55 (i)D) Yes Low We test each year N/A 13827 pm
§164.308(a)(7) [JD]7/11/2016

AS56 (i)E) Yes Low We use encrypted cloud based EHR N/A 13931 pm
‘We aquire BAA from them and get assurances that they [JD]7/11/2016

A63  §164.308(b)2)  Yes Low are HIPAA complian. N/A 12:59:05 pm

We obtain a BAA fromall contractors who have access [JD]7/11/2016

A64 §164.308(b)(3)  Yes Low to PHI N/A 10001 pm
(0) 3164.314(a)1) Yes Low We obtamn assurances that the BA safeguards ePHI N/A LIDI7/11/2016

@) 1:00:38 pm
02 3164.314(a)(2) Yes Low We use the HHS OCR BAA N/A LID[7/11/2016

@) 1:0129 pm
§164.314(a)(2) We ensure that all downstream BA implement safeguards [JD]7/11/2016

S G Yes Low hrough the BAA NS 1:12:54 pm
PHO5 3164.310(2)2) Yes Low We use certified EHR N/A LID]7/11/2016

@) 14627 pm
§164.310(a)(2) [JD]7/11/2016

PHO6 0 Yes Low We use cloud based backup and email N/A 1:49:18 pm
PHO7 §.164'3 10@)() Yes Low We use cloud based EHR and data file storage N/A LDJ7/11/22016

@ 1:51:55 pm
§164.312(a)(2) . . [JD]7/11/2016

T07 (i) Yes Low WE have a written contingency plan N/A 15255




Risk

ID Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
All (§ 11)%‘1;-(38)8(3) es Low The SRO reviews access of EHR and emails N/A [zJ]o)6]Z; grzno 16
Al2 (§11)?$(31;))8(a) Yes Low The SRO monitors activity N/A [2J56]75/41 gﬁ?m
PHI15 (§21)?14111)3 ) Yes v Medum  We keep a log of visitors who have access to PHI g;lﬁiifnfz?ﬂis N/A [nggé/ll 1;211016
PH17 (§21)?it)3 10@) Yes Low We maintain a written record of physical changes N/A [ZJ([))9]Z)/§ grzrlo 16
PDS (Y Lo i o bsed o e & ottt NAL Yiotopm
PBT v Yes Low  chou bsed FHR and ol s enepied 6 & ks o o Dpas

concern.
e (§21)?$ @ yes Low These are identified in our PNPs - Ensjgé ﬁlom
T09 (§21)?$3 12) Yes Low We use cloud based storage and enail N/A EJ5D9]Z)/}1 gr2r1016
T (§21)?1‘1; 2 e Low We use offsite backup of EHR N/A EJ5D9]72/é giom
T12 (§21)?$3 12(a) Yes Low We use cloud based EHR N/A [ZJI())(%Zi lpfnom
Ti3 (§21)?$3 12(a) Yes Low The SRO activates these procedures N/A EJIODZWI/(I) lpﬁ?m
T14 (§21)?$3 12(a) Yes Low The SRO is responsible N/A [ZJI())2]73/11 lpfnom
T15 (§21)?$3 12(a) Yes Low We test access to our EHR and cloud based files N/A g](ﬂgi lpfr?m
T16 ?;)?1453 12(a) Yes Low We use cloud based EHR N/A [ZJI())S]Z; lpfno 16
ey v s | na G
T4 §164312(b)  Yes Low l(j)eioc(}ioclgdll;ased EHR tracks usage. This is tracked N/A [2J1139]71/é 1;2;)16




Risk

ID » Citation Answer Flagged Level Current Activities Notes Remediation Reason Last Edit
§164.308(a) L [JD]7/11/2016
Ad4 ©)i) Yes Low We have enforcement policies in place N/A 29348 pm
§164.308(a) o [JD]7/11/2016
A45 (6)i) Yes Low The SRO responds to all incidents N/A 29523 pm
§164.308(a) .. - [JD]7/11/2016
A46 ()i Yes Low The SRO is in charge of training staff N/A 22807 pm
§164.308(a) [JD]7/11/2016
A47 ()i Yes Low We have PNP N/A 23355 pm
§164.308(a) [JD]7/11/2016
A48 ()i Yes Low We use software N/A 23423 pm
[JD]7/11/2016
T26 §164.312(b)  Yes Low We performa SRA when necessary N/A 2:1938 pm
We use cloud based EHR that leaves a digital [ID]7/11/2016
T27 §164.312(b)  Yes Low footprint and we use email that sends a copy of all N/A 29032 pm
emails to the SRO P
T8 §164312(b)  Yes Low  The SRA is distributed to all relevant individuals N/A LID]7/11/2016
22120 pm
T29  §164312(b)  Yes Lov Nle andit ropord arrevisnediby e SRO N/A LIDI7/11/2016
22142 pm
We keep files for 6 years or longer per OCR [JD]7/11/2016
T30 §164.312(b)  Yes Low requirements N/A 222:16 pm
JD: Check with EHR
T31 §164.312(b)  Yes 4 Low Records are kept by the SRO company about access N/A g%lzsl lpfr? 16

reports




